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Abstract

Explanations are generally assumed to calibrate trust and support
decision-making, but may also lead to undesirable effects. We de-
termine four major negative effects on confidence and performance
that can occur in specific human-Al team scenarios: The explana-
tion prevents the adoption of a correct outcome, the explanation
supports the adoption of an incorrect outcome, the explanation
decreases the confidence in a correct result the team agrees on, and
the explanation increases the confidence in an incorrext result the
team agrees on. For each case, we present an illustrating example
from two experimental XAI user studies.
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1 Introduction

Al systems for decision-making support have become common in
high stakes domains [1], where such tasks are supposed to be car-
ried out under human oversight. This requirement led to extensive
research in the field of Explainable AI (XAI) and a large number of
different methods aimed at increasing the transparency of machine
learning systems and enabling users to understand how they came
to a result and whether to trust it [8]. A key objective is to prevent
both undertrust and overtrust in order to achieve the best perfor-
mance by leveraging the immense capabilities of AI models while
remaining vigilant to potential errors [16]. However, the growing
body of user studies indicates that explanations often have no ef-
fect on trust calibration[10, 12], often do not enhance performance
in human-AI teams [15], and may even introduce drawbacks or
Explainability Pitfalls (EPs) [3], i.e. unintended negative effects.
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Explanations generated with the help of post hoc methods are
typically based on approximations, lack a ground truth for the un-
derlying explanation, and may not consistently yield reproducible
results [6]. For some XAI-methods, such as RISE [11], which was
used in this work, the result also depends on specific parameter
settings that, depending on the case, can produce results with very
different properties. In Al systems using automatically generated
explanations, users may therefore consequently face explanations
of varying fidelity and helpfulness, which demand a substantial
level of conceptual understanding. Despite their relevance, only
few works have so far investigated EPs or the effects of incorrect,
noisy, or ambiguous explanations [9].

In our experiments, we examine how different types of explana-
tions affect trust and performance in human-AI teams and include
cases with both correct and incorrect Al recommendations, paired
with consistent or ambiguous explanations. To build safe and robust
XAI systems, it is essential to understand which unintended effects
these scenarios may entail and how they influence user perception
and behavior. In this work, we contribute to that discussion by
introducing an approach for identifying undesired effects along
the dimensions of confidence and performance. For each case, we
provide an illustrative example drawn from two recent user studies.

2 Case Study: Explainability Pitfalls and the
absence of desirable effects

The results and examples presented in this section are taken from
two preregistered experiments investigating the impact of expla-
nations on trust and performance in human-Al teams!. We only
describe those aspects of the studies that are relevant for this work.

2.1 Procedure and measures

Experiment A included 150 participants and Experiment B 161 par-
ticipants, based on a power analysis (RM-ANOVA, f = 0.20, a = .05
and 1 — § = .80). In both cases, participants were recruited through
the paid survey platform Prolific. In each study, participants were
asked to classify 18 images of cats into one of three genera: domestic
cat, small wild cat, or big wild cat, and to indicate their confidence
on a 7-point scale. After submitting their initial choice, subjects
were shown an Al recommendation. If the two classifications dif-
fered, they had to decide whether to keep their original choice or
to adopt the system’s suggestion, and then report their confidence
in the final decision. If the classifications matched, they simply
indicated their confidence in the joint result. In order to control the

The preregistrations can be viewed here: https://osf.io/sptgn.
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Predicted class:

Small wild cat Big wild cat

Domestic cat

(b) Multiclass saliency maps. Helpfulness: 3.6, Reliability: 3.4

Near Miss Near Miss

Most similar small wild cat Most similar big wild cat

Most similar domestic cat
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(c) Saliency map (AOPC: 0.9891)
Hf./Rel.: A: 3.3/2.8, B: 3.9/3.3

(d) Example-based explanation. Helpfulness: 3.5, Reliability: 3.5

Figure 1: Original image and explanations for Case 1. The cat in the image is a small wild cat, correctly classified by the model.
Perceived helpfulness and reliability were measured on a 7-point scale. The exact same saliency map was shown in experiments
A and B. The AOPC value (optimum: 1.0) indicates the fidelity of the map.
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Figure 2: Accuracy values of all groups and the average values across all trials before and after receiving the AI recommendation.

effects on following trials and keep them consistent for all groups,
ambivalent explanations were shown later in the trial sequence and
no randomization was performed.

In Experiment A, there were three experimental groups: the
first group did not receive explanations (NE,), the second group
received a saliency map highlighting the regions supporting the
system’s recommended class (SALy), and the third group was given

multiclass saliency maps [4]: three saliency maps indicating the
supporting and opposing areas for each of the classes as a con-
trastive variant of regular maps (MS,4). In Experiment B, the first
group did not receive explanations (NEp), and the second one was
provided with the same saliency maps as in Experiment A (SALg).
The third group received example-based explanations showing for
each class the image from the training set most similar to the test
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Confidence Before and After Al Recommendation: Selected Cases (Experiments A & B)
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Figure 3: Confidence values of all groups and the average values across all trials before and after receiving the AI recommenda-

tion.

image (NHM3). These images were classified by the model as either
the same class as the test image (near hit) or one of the other two
classes (near misses), and could therefore be incorrect; however,
only images with correct labels were included. In the fourth group,
participants chose in each trial whether to view a saliency map or
an example-based explanation (PICKp). In both experiments, per-
ceived helpfulness and reliability of the explanations were assessed
on a 7-point scale for each trial. Additionally, participants were
invited to provide comments on the explanations in an open-text
field.

2.2 XAI-Methods and Stimulus Data

The test images, the model and its classification results are taken
from the FELIX data set and the accompanying evaluation study [7].
The model was trained on the ImageNet dataset [2] and fine-tuned
on a subset with cat data. It has a subpar performance with an
accuracy of 73% in order to produce several wrong results. All
saliency maps were generated with this model and the method
RISE [11]. For all examples identical parameters were used. To
estimate the fidelity of the maps the area over the perturbation
curve (AOPC) [13] was calculated. The near hit and near miss
examples were determined in a cleaned subset (without humans,
prey, blood etc.) of the ImageNet dataset by calculating the cosine
similarity based on an approach by Kim et al. [5].

2.3 Undesirable effects of explanations in
human-AI teams

Based on the desired effects of explanations, i.e., calibrating appro-
priate trust and improving the performance of human-Al teams,
and the four possible scenarios concerning agreement in a human-
Al team the following unintended negative effects, EPs, can occur.
Conversely, the absence of the corresponding positive effect can be

considered a weaker form of an unintended result, an "undesirable
null effect’:

e Case 1: User’s initial choice is incorrect, the Al recommenda-
tion is correct: the explanation prevents or does not support
the user in adopting the correct recommendation.

e Case 2: User’s initial choice is correct, the Al recommen-
dation is incorrect: the explanation supports or does not
prevent the user from adopting the incorrect recommenda-
tion.

e Case 3: User’s initial choice is correct, the Al recommenda-
tion is correct: the explanation decreases or does not increase
the confidence in the final result.

e Case 4: User’s initial choice is incorrect, the Al recommen-
dation is incorrect: the explanation increases or does not
reduce the confidence in the final result.

In the following, we present examples from the experiments
for each of these four cases. Since individual performance and
confidence levels vary, the analysis focuses on the changes in ac-
curacy and confidence in the experimental groups. The groups
that received only the AI recommendation without explanations
(NE) serve as the baseline. Deviations from the changes observed
in the (NE) groups can then be attributed to the influence of the
explanations.

2.4 Case 1: The explanation does not support
the adoption of a correct Al
recommendation

Accuracy and Confidence. The first example is a small wild cat
that is correctly classified by the model. The test image and the
explanations are shown in Figure 1. As can be seen in Figure 2, the
achieved accuracy was very low in both experiments. Only few sub-
jects initially selected the correct category, and few subsequently
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(c) Saliency map (AOPC: 0.9885)
Hf./Rel.: A: 3.9/3.6, B: 4.2/4.1

Domestic cat

Near Miss

Most similar domestic cat
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Predicted class:
Small wild cat

Big wild cat

(b) Multiclass saliency maps. Helpfulness: 4.2, Reliability: 4.0

Near Miss

Most similar small wild cat

Most similar big wild cat

(d) Example-based explanation. Helpfulness: 4.0, Reliability: 3.7

Figure 4: Original image and explanations for Case 2. The cat in the image is a big wild cat, incorrectly classified as small wild
cat by the model. Perceived helpfulness and reliability were measured on a 7-point scale. The exact same saliency map was
shown in experiments A and B. The AOPC value (optimum: 1.0) indicates the fidelity of the map.

revised their choice to the correct outcome. After accounting for
ceiling effects, no other trial in which the AI's recommendation
was correct showed such a low rate of adoption of the Al recom-
mendation.

In Experiment A, the NE4 group exhibited a slightly higher
switch rate and, with 24%, a higher accuracy than both explana-
tion groups. However, these results do not align with those from
Experiment B, where the NEg group has the lowest switch rate.
Overall, the accuracy in the explanation groups increased only by
11 percent points or less and the switch rate was lower than in
other cases where the Al provided a correct recommendation. In all
groups, participants experienced a similar loss of confidence (see
Figure 3) as a result of the deviating Al recommendation.

Evaluation of Explanations. The single saliency map was rated
3.9 for helpfulness and 3.3 for reliability. Thus, it achieved slightly
higher values than the example-based explanation (both 3.5) in
Experiment B, but had lower absolute values in Experiment A (3.3.,
2.8). Multiclass saliency maps had a similar rating (3.6, 3.4). The
average ratings for helpfulness and reliability across all trials were
approximately 4.9 for all conditions, except for group SAL4 with 4.6
for helpfulness and 4.5 for reliability. This means that all explanation
types achieved subaverage values in Case 1.

The user comments? provide insights into the understanding of
saliency maps: "it seems unreliable that it only includes half the
head of the cat as evidence for its answer, while the other half is in
opposition" (SAL,), "I strongly feel this is a house cat and the heat
map has indicated an incorrect result by focusing only on the body
pattern markings." (SAL4) and "Al chose the option that was most

2Comments are shown in their original form without editing.

blue, this is just wrong. Everything points to this being a domestic
cat. The Al is incorrect." (MSy).

While some participants think that the near hit example in this
case is not similar to the test image: "I do not think the small wild
cat choice is a good match at all" (NHMp), others find both of
the relevant examples too similar to make a decision: "This just
confused me. The wild cat they have in the photo does look similar.
But then, so does the photo of the domestic cat" (PICK3).

2.5 Case 2: The explanation does not prevent
the adoption of an incorrect Al
recommendation

Accuracy and Confidence. In this example, a big wild cat is in-
correctly classified as a small wild cat. The test image and the
explanations can be found in Figure 4 In both experiments, this
case exhibited the highest switch rate to an incorrect outcome:
While nearly all participants initially categorized this example into
the correct class (> 87% in all groups), accuracy decreased by ap-
proximately 30 percentage points in all groups in Experiment A
and by 20-25 percentage points in all groups in Experiment B after
viewing the Al recommendation (see Figure 2).

Evaluation of Explanations. The comments indicate that both
saliency maps and example-based explanations could encourage
participants to adopt the Al recommendation: "I'm not sure whether
my decision to keep the Al result was correct. This looks like a
big cat to me, but I feel like the Al system is better at highlighting
coat pattern to determine than me." (SAL,) and "The original and
Near Hit photos are pretty similar" (NHMg). Both types did also
prevent switches, for instance, because specific areas like the head
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Hf./Rel.: A: 4.4/4.3, B: 5.0/5.0
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Predicted class:
Small wild cat

Big wild cat

(b) Multiclass saliency maps. Helpfulness: 5.2, Reliability: 5.0

Near Miss

Most similar small wild cat

Most similar big wild cat

(d) Example-based explanation. Helpfulness: 4.8, Reliability: 4.8

Figure 5: Original image and explanations for Case 3. The cat in the image is a small wild cat, correctly classified by the model.
Perceived helpfulness and reliability were measured on a 7-point scale. The exact same saliency map was shown in experiments
A and B. The AOPC value (optimum: 1.0) indicates the fidelity of the map.

are not highlighted in the saliency map: "most of upper body and
face is blue" (SALg), or when participants recognized the differences
between the images: "the Al has chosen an image which is not the
same as the one shown, and marked as a miss something that is an
actual match" (NHMg).

The values for perceived helpfulness and reliability for all types
of explanation show minimal deviation, all remaining close to 4.0
and therefore below average.

2.6 Case 3: The explanation does not increase
the confidence in a correct team result

Accuracy and Confidence. The images for this case, a small wild
cat correctly classified by the Al system, can be found in Figure 5.
As Figure 2 illustrates, the accuracy values in this case were above
average from the start. Across all trials, receiving a confirming rec-
ommendation from the Al system led to an increase in confidence,
whereas a deviating recommendation resulted in a decrease. As
shown in Figure 3, this pattern also holds here. However, in both ex-
periments, the NE groups exhibited a substantially greater increase
in confidence than the explanation groups. To analyze the confirm-
ing effect of explanations, the confidence change among partici-
pants who had already selected the correct outcome is relevant. In
these cases (A: n=118, B: n=134), the differences in the confidence
changes between the groups are obvious, with Ayg, = 0.98 vs.
Asar, =0.40 and Ays, = 0.50 in Experiment A and Ayg, = 0.73
vs. Asarp = 0.31, ANamp = 0.09 and Apjck, = 0.44 in Experiment
B. These findings suggest that the explanations may have inhib-
ited a confidence increase comparable to that observed in the NE
groups.

Evaluation of Explanations. The change in confidence is particu-
larly low for the group that received example-based explanations,
which illustrates the shortcomings of this approach when encoun-
tering out-of-distribution examples: "The nearest small wild cat
is nothing like the image shown making me less convinced that
it is correct." (NHMp) and "I was more sure before the Al advice,
I don’t think the near hit was very close" (NHM3p). However, the
saliency map also made some participants feel less confident: "the
face being blue from the ai, gives me less confidence but i still think
it is a small wild cat" (SAL4). Here, a strength of the multiclass
saliency maps becomes evident, as they can help interpret such
ambiguity: "The saliency map shows the face is quite similar to
that of a domestic cat, but overall, it points to small wild cat. This
confirms by opinion." (MS4).

Interestingly, all explanation types were ranked as rather helpful
and reliable in this case, with values close to the overall mean of
4.9 in Experiment B. In Experiment A, the multiclass saliency maps
received above-average ratings (5.2 and 5.0). In contrast, the single
saliency map was rated below average (4.4, 4.3) in Experiment A
and differed significantly from the ratings in Experiment B.

2.7 Case 4: The explanation does not decrease
the confidence in an incorrect team result

Accuracy and Confidence. The last example is a domestic cat
incorrectly classified by the model as small wild cat (see Figure
6). In this case, the accuracy values are the lowest overall in all
groups. Nearly all participants selected the category small wild cat
(A: n = 128, B: n = 121). Since participants who initially selected
the classification later recommended by the Al system were not
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(c) Saliency map (AOPC: 0.8406)
Hf./Rel.: A: 4.7/4.7, B: 5.0/5.3

Domestic cat

Most similar domestic cat
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Big wild cat

(b) Multiclass saliency maps. Helpfulness: 5.3, Reliability: 5.2

“ fearttiss

Most similar small wild cat
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(d) Example-based explanation. Helpfulness: 4.5, Reliability: 4.5

Figure 6: Original image and explanations for Case 4. The cat in the image is a domestic cat, incorrectly classified as small wild
cat by the model. Perceived helpfulness and reliability were measured on a 7-point scale. The exact same saliency map was
shown in experiments A and B. The AOPC value (optimum: 1.0) indicates the fidelity of the map.

given the opportunity to revise their decision, there was no room for
accuracy improvement. However, they could adjust their confidence
in the final result after viewing an explanation, but confidence
rather increased equally in all groups (see Figure 3). The differences
between the groups in Experiment B disappear if only those subjects
are considered who initially chose the category small wild cat:
ANE, =0.72 vs. Agar, = 0.85 and Ay, = 0.60 in Experiment A
and ANEg = 0.63 vs. Asary = 0.63, ANgmp = 0.52 and Aprcky =
0.37 in Experiment B.

Evaluation of Explanations. In Experiment A, multiclass saliency
maps are considered more helpful (5.3) and reliable (5.2) than the
single saliency map (both 4.7). In Experiment B, saliency maps are
considered more helpful (5.0) and reliable (5.3) than the example-
based explanations (both 4.5). Again, there is a notable difference in
the perception of the saliency maps in both experiments. For some,
the saliency map seems to be particularly reassuring in this case:
"The whole body is red so I agree with the Al that it is a small wild
animal" (PICKg) and "It did use most of the body" (SAL,4), while
it reduces confidence in others: "I'm concerned that the Al only
highlighed part of the torso in red. In my opinion, the animal’s en-
tire body shape and walking stance should be taken into account.
(SALg) Like before, the dissimilarity of the near hit example lets
subjects ignore the explanation: "The original and Near Hit pho-
tos have differences, making it unreliable." (NHMjg), while others
draw conclusions from the given information. For instance, one
participant who initially classified the cat correctly as domestic cat
resisted to adopt the Al recommendation and commented: "The cat
looks more like the most similar domestic cat." (NHMg).

3 Conclusion

We identified four cases with negative effects of explanations based
on the (absence of) change in confidence and performance. We
consider the absence of effects also as undesirable as any additional
piece of information increases users’ cognitive load. The exam-
ples we provided for the four cases were mostly manifestations of
such undesirable null effects, but also included evidence of EPs at
the individual level, for instance, when participants report that an
explanation reduced their confidence (Case 3).

The effects of explanations depend on the specific example, the
type of explanation, and the explainee’s perception. The differ-
ences between groups SAL4 and SALp show that general state-
ments about a particular explanation type can only be made with
great caution. However, our results show some weaknesses that are
specific to certain types: Saliency maps are sometimes considered
incomplete and unreliable when only a small area other than the
head is highlighted, while example-based explanations are some-
times considered unreliable when the near hit image is not very
similar to the test image, e.g. from a different species. Both points
are linked to a fundamental problem that from our view might
foster EPs and undesirable null effects: many users seem not to
distinguish between the explanation and the model, so that ambigu-
ous or incorrect explanations can be perceived as the result of a
malfunction of the model, even if its recommendation is correct.
Given the inherent difficulty of automated explanation generation,
it is unavoidable that less helpful explanations will occasionally be
produced in Al systems. Therefore, a promising approach - along-
side proper user training - could be not to rely on a single method,
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but to provide users with the option to generate additional expla-
nations with different methods according to their own needs and
allow expert users to correct imperfect explanations [14].
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