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Explanations are commonly proposed and deployed to improve the transparency and interpretability of AI systems, and are often 

assumed to increase trust, system understanding, and informed decision-making. However, human-centered evaluations show that 

explanations can also introduce unintended negative consequences, referred to as explainability pitfalls. In this position paper, we argue 

that explanations should be designed with likely pitfall pathways in mind, rather than waiting for pitfalls to surface through post-hoc 

evaluations. Drawing on prior work and empirical insights from our study with training dataset explanations, we illustrate that 

explanations can appear successful by conventional evaluation metrics while increasing cognitive effort and potentially creating 

conditions for inflated understanding and inappropriate reliance. We propose a pitfall-aware design agenda that makes explanation 

boundaries explicit through warning labels and stating non-goals, ensures explanations lead to meaningful user actions, and embeds 

pitfall awareness into organizational practices. 
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1 INTRODUCTION 

To improve the interpretability and transparency of AI systems, the field of explainable AI (XAI) has developed a wide 

range of explanation techniques [1,2,6,11,16,17,22,23]. Explanations are commonly framed as mechanisms for increasing 

trust [36,42], supporting understanding [1,37], and enabling informed decision-making [11,53]. Yet, evidence from 

human-centered evaluations suggests that explanations do not always deliver these benefits. In some settings, 

explanations have little or no measurable impact [17,21,50], and in others they can prompt users to act against their own 

interests by fostering misplaced trust in systems and overreliance [18,26,34]. These unanticipated and unintended 

negative consequences are defined as explainability pitfalls [25]. 

Ehsan and Reidl distinguish explainability pitfalls from dark patterns of explainability [19] by intent [25]. While dark 

patterns are deliberately designed to manipulate users [19,29], explainability pitfalls emerge unintentionally [25], often 

as side effects of well-meaning transparency efforts. Prior literature has identified a range of such pitfalls, including 

uncalibrated trust and overreliance, misinterpretation of what explanations imply, increased cognitive load and 

frustration, and explanation designs that encourage passive consumption rather than action [25,41]. As AI explanations 

become more widely deployed, HCI and XAI researchers have increasingly called for deeper investigation of these 

pitfalls, including when they arise, how they manifest in practice, and what design strategies can mitigate them before 
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they reach users [24,25]. Despite growing calls to consider pitfalls at design time, they are still commonly approached 

as problems to be detected after deployment, typically surfaced through post hoc evaluation practices [27,43]. 

Our recent work on training dataset explanations, conditionally accepted at IUI 2026, helps illustrate these concerns. 

Training dataset explanations [6] are a data-centric approach that build upon the dataset documentation literature [33], 

communicating important information about datasets, such as the motivation, creation, composition, intended uses, 

distribution, and maintenance of a dataset. As part of a PhD dissertation (in progress) [5], we first conducted a scoping 

review (a method that aims to map the breadth of existing research on a broad topic to clarify key concepts, describe the 

available evidence, and highlight gaps in the literature [8]) to synthesize how explainability pitfalls have been 

characterized in existing literature. Building on this review, we then empirically examined how information depth, an 

explanation design choice, can shape user outcomes by comparing summary and detailed training dataset explanations, 

alongside a Progressive Disclosure [57] manipulation (conditionally accepted at IUI 2026). Our results showed that 

detailed explanations increased perceived trust and understanding while also increasing cognitive load, and that 

participants consistently preferred the detailed explanations despite the added effort. Although we did not observe a 

clear pitfall in the form of excessive cognitive load, the findings point to subtler pitfall pathways. For example, under 

common evaluation metrics, the detailed explanations would appear unequivocally successful, yet they also create 

conditions in which users may overestimate how well they understand the system, consistent with patterns of illusion 

of explanatory depth [18]. 

This observation echoes a broader concern that pitfalls can coexist with positive subjective reactions and may emerge 

through inflated understanding, excessive cognitive load, or misplaced confidence rather than through obvious 

observable failures. As a result, relying only on post-hoc evaluations risks missing important pathways through which 

explanations can introduce negative consequences. 

In this position paper, we argue that explainability pitfalls should be treated as a forethought in designing 

explanations rather than an evaluation artifact to be identified post-hoc. We highlight several core directions toward 

pitfall-aware explanations, including anticipating common pitfall pathways during design, supporting meaningful user 

actions, and embedding pitfall awareness into organizational processes that extend beyond individual design decisions. 

Together, these directions motivate a broader design agenda for explanations that promote transparency while reducing 

the risk of unintended consequences. 

2 BACKGROUND  

Explainability pitfalls describe unintended negative downstream effects that can arise from AI explanations, even when 

those explanations are designed to promote transparency [25]. To understand what types of explainability pitfalls have 

been identified and how they appear, we conducted a scoping review [8] of using search terms such as “negative 

consequences/outcomes/impact of AI/ML explanations,” “explainability pitfalls,” and “harms of AI explanations.” Our 

research included forward and backward citation tracking. We focused on literature that explicitly discussed negative 

consequences of explanations, as well as those that described how explanations could inadvertently result in such 

consequences. Our synthesis revealed two broad categories of explainability pitfalls. 

 The first category concerns the unintended impact of explanations on users, including uncalibrated trust [25,34,40], 

overreliance [10,13,40,50], high cognitive load [37,57,58], misinterpretation [7], and frustration [25,40,41]. For example, 

users may develop uncalibrated trust [34,40], accepting AI outputs without sufficient critical evaluation if the 

explanation appears clear or convincing, leading to overreliance [14,49]. Overly detailed or complex explanations can 
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contribute to high cognitive load [37,53], overwhelming users and leading to frustration [25], misinterpretation [7], and 

even overreliance [15].  

The second category is directly related to explanation design, including distracting interfaces [41], designs that 

promote passive consumption of information [41], lack of actionability [25,40,41], excessive information volume and 

complexity [37,41], and ambiguity [41]. For example, if explanations are not designed with the users’ information or 

visual literacy in mind [9,55], they can lead to misinterpretation and improper trust in the system. Similarly, a lack of 

actionability can leave users unsure of how to apply the information to improve outcomes [23,39], which can cause 

frustration [25].  

Overall, this body of work highlights that explainability pitfalls arise both from how explanations shape users’ 

perceptions and from how explanations are designed and presented. Importantly, many pitfalls stem from well-

intentioned design choices rather than obvious failures, motivating closer attention to explanation design decisions that 

appear successful on the surface. 

3 EMPIRICAL INSIGHTS FROM STUDYING TRAINING DATASET EXPLANATIONS 

From our scoping review of explainability pitfalls, information depth (i.e., the level of detail and complexity included in 

the content of an explanation) emerged as a recurring design factor with the potential to introduce explainability pitfalls. 

Prior work has shown mixed effects of information depth on outcomes such as understanding, trust, and preference. 

Simpler explanations are often preferred [44,46,52] but may lead to incomplete understanding [53], while more detailed 

explanations can support richer mental models [17,37] at the cost of increased cognitive effort [37]. Despite this growing 

literature, little is known about how these trade-offs manifest in training dataset explanations [6], which differ from 

many other explanation types in both content and length. 

In our study, conditionally accepted at IUI 2026, we treated information depth as an explanation design factor (which 

can also serve as a potential pitfall pathway) and examined Progressive Disclosure (i.e., a UI strategy that reveals 

explanations on demand  [57]) as a candidate strategy for managing the risks associated with increased depth. To study 

this, we compared summary and detailed training dataset explanations that communicated the same core content at 

different levels of depth, and examined whether presenting information with or without Progressive disclosure can 

manage the cognitive load. We also evaluate how information depth and Progressive Disclosure shaped users’ 

understanding, perceptions, and cognitive load. Participants used these explanations to assess AI systems and then 

completed questionnaires assessing perceived trust, fairness, understanding, learning, and cognitive load, followed by 

semi-structured interviews. Figure 1 illustrates the combinations of explanation depth and Progressive Disclosure 

examined in the study. 

Our findings from the study with 32 participants revealed a clear trade-off associated with information depth. 

Detailed explanations led to higher perceived trust, fairness, understanding, and learning than summary explanations, 

but also resulted in significantly higher cognitive load. Importantly, participants consistently preferred the detailed 

explanations despite the added effort. Progressive Disclosure did not reliably mitigate the cognitive costs of increased 

depth, nor did it meaningfully affect trust or perceived understanding, although it did support perceived learning. In the 

next section, we interpret these patterns through the lens of explainability pitfalls and discuss what they imply for pitfall-

aware explanation design. 
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Figure 1: Illustrative snippets from the four training dataset explanation variants. 

4 REFLECTION THROUGH THE LENS OF EXPLAINABILITY PITFALLS 

Although this position paper does not present any new empirical findings beyond those reported in our IUI 2026 paper 

(conditionally accepted), it offers a new interpretation of those results through the lens of explainability pitfalls. On the 

surface, participants’ higher perceived trust, understanding, and a clear preference for detailed explanations despite the 

increased cognitive load suggest that users value comprehensiveness over brevity. However, this pattern also raises less 

visible concerns about how explanations that feel successful can still create pitfall pathways. 

While we did not observe a clear pitfall in the form of excessive cognitive load, which remained moderate even for 

detailed explanations (mean = 3.5 on a 7-point Likert scale), the findings still surface risks about perceived understanding. 

We attempted to assess objective understanding using a critique task (i.e., asking participants users to assess a system’s 

advantages and disadvantages [7]) and by evaluating the accuracy of their critiques. However, critique accuracy is a 

limited proxy for understanding, as it reflects whether participants can articulate plausible strengths and weaknesses, 

which may not capture deeper comprehension. It is also challenging to evaluate critique accuracy reliably, since 

participants drew different, yet defensible, conclusion from the same information. In contrast, perceived understanding 

primarily reflects confidence in understanding, which can increase even when objective understanding does not. This 

Summary Explanation with Progressive Disclosure Summary Explanation without Progressive Disclosure

Detailed Explanation without Progressive DisclosureDetailed Explanation with Progressive Disclosure
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misalignment can foster an illusion of explanatory depth [18], in which users feel they understand the system more 

deeply than they do. This inflated sense of understanding can, in turn, create conditions for overreliance, particularly in 

contexts where users must make repeated or high-stakes decisions.  

Additionally, we observed a pattern in the study that participants selectively engaged with parts of the detailed 

explanations, while overlooking others, suggesting another potential pitfall pathway. Such selective engagement is 

consistent with confirmation bias [47], where participants attend to explanation elements that support their initial 

impressions. From the outside, the accompanying increases in perceived understanding and trust can make the 

explanation appear successful. At the same time, this pattern can reflect shallow engagement and contribute to the 

formation of an incomplete mental model. Conversely, summary explanations sometimes elicited uncertainty and doubt, 

pointing to a different risk where insufficient detail undermines users’ ability to reason critically about the system. 

As our study was scenario-based and did not require participants to make any consequential decisions, the practical 

effects of inflated understanding or misplaced confidence may only emerge in sustained or higher-stakes contexts. Still, 

these observations highlight the value of considering potential pitfall pathways during design and evaluation, motivating 

the directions we outline next: designing explanations with forethought, supporting meaningful user actions, 

operationalizing pitfall-aware practices, and evaluating explanations to anticipate pitfall pathways. 

5 PATH FORWARD: DESIGNING PITFALL-AWARE EXPLANATIONS 

5.1 Pitfalls as a Forethought Rather Than an Afterthought 

A promising step toward pitfall-aware explanation design is to treat explainability pitfalls as a design input rather than 

an afterthought. Designers should explicitly anticipate how explanations could be misunderstood, inappropriately 

trusted, or cognitively burdensome, even when they are technically sound. Doing so, however, requires practical support 

for identifying likely failure modes before explanations are built (i.e., seamful design [24]). One way to operationalize 

this is to provide pitfall taxonomies that map common explanation goals [20,48,59] (e.g., increasing trust or improving 

understanding) to known pitfalls (e.g., overreliance [49] or the illusion of explanatory depth [18]). Such tools can prompt 

designers to ask, “what could go wrong if this explanation works too well?” alongside standard design questions about 

usefulness and clarity. A systematic review (i.e., a means of evaluating and interpreting available research relevant to a 

particular research question, topic area, or phenomenon of interest [35]) of explainability pitfalls and how they manifest 

in practice can serve as a starting point for developing such resources. 

Another proactive approach could be using warning labels [62] that communicate the scope, limits, and potential 

dangers of an explanation. Similar to hazard labels in other domains [12,28,63], these labels can clarify what an 

explanation is intended to support and what it should not be used for. For example, a training dataset explanation could 

include a short label stating that the information is intended to support high-level assessment of data coverage and 

limitations, but not to verify the correctness or fairness of individual predictions. Further, it could warn against the 

possible risks such as miscalibrated trust. More broadly, explicitly stating non-goals [54] of explanations (e.g., that they 

do not guarantee correctness, ensure fairness, or replace human judgment) can make explanation boundaries visible and 

reduce the chance that users treating explanations as broader justifications than intended. 

5.2 Explanations Need to End in Action 

Many explainability pitfalls stem from explanations that inform without enabling actions [25,40,41]. When explanations 

stop at interpretation, they can increase users’ confidence without providing a clear pathway for what to do next, which 
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can contribute to passive acceptance or inappropriate reliance [49]. For data-centric explanations in particular, 

translating insight into action remains an open design problem because what users should do next depends on their role 

and the organization’s workflow, not just the explanation interface. 

In our own study, we did not implement these action pathways because our goal was to isolate how information 

depth and Progressive Disclosure shape users’ understanding and perceptions in a controlled setting. We instead treat 

actionability as a key next design problem for data-centric explanations, one that can be addressed by pairing 

explanatory insights with plausible next steps at the point of use [4,33,56]. In the context of training dataset explanations, 

this might include options to inspect relevant data subsets, compare groups or time periods, report concerns, view 

alternatives, or escalate issues to human oversight. A practical heuristic for assessing actionability could be to ask 

whether an explanation makes at least one appropriate next step visible [31].  

5.3 Operationalizing Pitfall-Aware Practices 

Pitfall-aware explanation design requires organizational support, since many pitfalls emerge over time and across 

contexts rather than during initial interface design. Teams can conduct contextual pitfall audits to examine how 

explanations behave under conditions such as high-stakes systems or time pressure [30]. These audits do not guarantee 

correctness, but surface plausible risk pathways and guide mitigation choices [45,51]. Teams can also conduct periodical 

pitfall reviews, similar to privacy [64] or accessibility reviews [32,38], where explanation designs are checked for known 

risk patterns and assumptions about users and contexts. Insights from audits and reviews can be documented in a shared 

pitfall registry, so that lessons learned can inform future explanation work. 

5.4 Evaluation to Anticipate Pitfall Pathways 

Finally, evaluation practices should increasingly aim to anticipate pitfall pathways rather than identifying them only 

after deployment. Beyond perceived trust and understanding, one promising direction is to examine calibration between 

users’ confidence and their objective understanding [3]. However, designing objective checks that are valid and resistant 

to superficial strategies remains an open challenge. In our study, the critique task could only serve as a proxy for 

understanding. More commonly used comprehension probes can also inadvertently capture reading effort rather than 

understanding [60], and counterfactual interpretation tasks [61] can be difficult to standardize across explanation types 

and domains. Despite these challenges, lightweight objective checks can still be useful if they are tailored to the 

explanation’s intended use and designed to discourage superficial strategies. For example, comprehension probes can 

test key limitations rather than recall, and counterfactual tasks can be standardized around a small set of comparable 

changes. Used iteratively during design, these methods can surface potential pitfalls while mitigation is still feasible. 

6 CONCLUSION 

This position paper argues for treating explainability pitfalls as a forethought in explanation design rather than an 

afterthought in evaluation. Drawing on prior work and our empirical insights from a study with training dataset 

explanations, we show that explanations can appear successful by common metrics while still creating conditions for 

inflated understanding and inappropriate reliance. To address this gap, we propose a pitfall-aware design agenda that 

makes explanation boundaries explicit, ensures explanations support meaningful user actions, and embeds pitfall 

awareness into organizational practices. Together, these directions aim to move human-centered XAI toward 

explanation systems that support transparency while remaining robust to unintended consequences. 
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